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data Tor 1995.there were 1.082 establishments in this category that operated for the entire year."" Of
these. 9S7 had employment of under 500. and 52 establishments had employment of 500 10 999.

1S3.  Electronic Capacitor Manufacturing. These establishments mnnufact ui-e “electranic
fixed and vai-iable capacitors and condensers.™'' The SBA has developed a small business size standard
for this category of manufacturing: that size standard is 500 or fewer employees.”*" According to Census
Bureau data for 1997.there were 128 establishments in this category that opei-ated for the entire year."™
Of these. 121 had employment of under Z00. and four establishments had employment of 500 to 999.

154, Elecironic Resisior Manufucturing. These establishments manufacture “electronic
resistors. such as fixed and variable resistors. resistor networks. thermistors. and varistors.™'* The SBA
has developed a small business Size standard for this category of manufacturing: that size standard is 500
or fewei-employees.'"” Accoi-ding to Census Bureau data for 1997, there were ] 18establishments in this
category that operaled for the entire year.*'® Of these. 113 had employment of under 500. and 5
establishments had employment of 304 to 999.

155, Electronic Coil. Transformer. and Other Inductor Manufaciiring. These establishments
manufacture "electronic inductors. such as coils and transformers.™'" The SBA has developed a small
business size standard for this category of manufacturing: that size standard is 500 or fewer employees.*'
According to Census Bureau data for 1995. there wei-e 448 establishments 111 this category that opei-ated
foi- the entire year."™™ Of these. 446 had employment of under 500, and two establishments had
employment of 500 to 999.

8

156,  Electronic Connector Manufuciuring. These establishments manufacture “electronic
connectors. such as coaxial. cylindrical. rack and panel. pin and sleeve- pi-inted circuit and fiber optic."*" ™"
The SBA has developed a small business size standard for this category of manufacturing: that size
standard is 500 or fewei- employees.""" According to Census Bureau data for 1997.there were 347

401).8. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. *'Semiconductor and Related
Device Manufacturing . Table 4. NAICS code 334413 (issued July 1999).

#1118, Census Bureau. *2002 NAICS Definitions: 334414 Electronic Capacitor Manufacturing™* (Feb. 2004)
<WWW. CETISUS. ZOV>,

417 13C.F.R. § 121.201, NAICS code 334414.

#2 11.S. Census Bureau, 1997 Economic Census. Industry Series: Manufacturing. “Electronic Capacitor
Manufacturing." Table 4. NAICS code 334414 (issued July 1999).

“1* 1.8 Census Bureau, **2002 NAICS Definitions: 334415 Electronic Resistor Manufacturing** (Feb. 2004)
<WWW,CETISUS. SOV,

‘13 CF.R. § 121.201. NAICS code 334415.

16 1.8, Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Electronic Resistor
Manufacturing.” Table 4. NAICS code 334415 (issued Aug. 1999).

417 11.8. Census Bureau. ""2002 NAICS Definitions: 334416 Electronic Coil. Transformer. and Other Inductor
Manufacturing™ (Feb. 2004) <www.census.govs,

13 CFR. § 121.201. NAICS code 334416.

% U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Electronic Coil. Transformer

and Other Inductor Manufacturing.” Table 4. NAICS code 334416 (issued Aug. 19949).

1.8, Census Bureau. =2002 NAICS Definitions: 3344 17 Electronic Connector Manufacturing™ tFeb. 20041
<WWW . CERSUS, 20V,

TR CER. & 121.200. NAICS code 334417



Federal Communications Commission FCC 07-22

estahlishments in this calegory that operated for the entire vear.™ Of these. 332 had employment of
under 500. and 12 establishments had employment of 50010 999.

157, Printed Circuit Assembly (Electronic Assembly) Manufacturing. These are
establishments "primarily engaged in loading components onto printed circuit boards or who manufacture
and ship loaded printed circuit boards.”™* The SBA has developed a small business size standard for this
category of manufacturing: that size standai-d is 500 or fewer employees."* According to Census Bureau
data for 1997. there were 714 establishments in this category that operated for the entire year." *?" Of these.
673 had employment of under 500. and 24 establishments had employment of 500 to 999.

158.  Other Electronic Component Manufucturing. These are estahlishments “primarily
engaged in loading components onto pi-inted circuit boards or who manufacture and ship loaded pi-inted
circuit boards.”® The SBA has developed a small business size standard for this category of
manufacturing: that size standard is 500 or fewer employees.”™ According to Census Bureau data for
£097. there were 1.835establishments in this category that operated for the entire year."™ Of these. 1.814
had employment of under 500. and 18 establishments had employment of 500 to 999.

159.  Computer Storage Device Manufacturing.  These establishments manufacture "'‘computer
storage devices that allow the storage and retrieval of data from a phase change. magnetic. optical. or
magnetic/optical media.”" The SBA has developed a small business size siandard for this category of
manufacturing; that size standard is 1.0(K) or fewer employees.” " According to Census Bureau data for
1997. there were 209 establishments in this category that operated for the entire year.”' Of these. 197
had employment of under 500. and eight establishments had employment of 5001¢ 999,

D. Description of Projected Reporting, Recordkeeping and Other Compliance
Requirements

160. We arerequiring (elecommunications carriers and providers of interconnected VoIP
service to collect certain information and take other actionsto comply with our rules regarding the use of
CPNI1. Forexample. carriers must have an officer, as an agent of the carrier, sign and file with t
Commission a compliance certificate on an annual basis stating that the officer has personal knowiedge

422

U.8. Census Bureau, 1997 Economic Census. Industry Series: Manufacturing, **Electronic Connector
Manufacturing,” Table 4, NAICS code 334417 (issued July 1999).

23 U.S. Census Bureau. 2002 NAICS Definitions: 334418 Printed Circuit Assembly (Electronic Assembly)
Manufacturing'* (Feb. 2004) <www.census.govs.

424 13C.F.R. § 121.201, NAICS code 334418

42> U.S. Census Bureau, 1997 Economic Census. Industry Series: Manufacturing. "Printed Circuit Assembly
(Electronic Assembly) Manufacturing.” Table 4. NAICS code 334418 (issued Sept. 1999).

#6 US. Census Bureau. '"2002 NAICS Definitions: 334419 Other Electronic Component Manufacturing'* (Feb
2004) «www.census.govs.

13C.F.R. § 121.201. NAICS code 334419

% U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Other Electronic Component
Manufacturing.” Table 4. NAICS code 334419 (issued Aug. 1999).

¥ U.S. Census Bureau. *'2002 NAICS Definitions: 334112 Computer Storage Device Manufaciuring™ (Feb. 2004)
<WWW.CENISUS. 20V,

3 CER.§ 121.201. NAICS code 334112

S, Census Bureaw. 1997 Economic Census. Industry Series: Manufacturing. “Computer Storage Device
Manatacturing.” Table 3. NAICS code 334112 rissued July 1999}
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than design. standards: and (4) an exemption from coverage of the rule. or any pan thereof. for mall
entities.™"

164.  The notices invited comment on a number of issues related to small entities. For
example. the Commission sought comment on the effect the various proposals described in the EPIC
CPNI Norice will have on small entities. and on what effect alternative rules would have on Ihose
entities.”"?" Additionally. the Commission invited comment on ways in which the Cornmission can
achieve its goal of protecting consumers while at the same lime impose minimal burdens on small
telecommunications service providers.”™* With respect to any of the Cornmission consumer protection
regulations already in place. the Commission sought comment on whether it has adopted any provisions
for small entities (hat the Commission should similarly consider in this proceeding? Specifically. it
invited comment on whether the prohlems idennbfied by EPIC were better or worse at smaller carriers.” ™"
The Commission invited comment on whether small carriers should be exempt from password-related
security procedures to protect CPN1L.**® The Commission invited comment on the benefits and burdens of
recording audit trails for the disclosure of CPNI on small carriers.”™ The Commission invited comment
on whether requiring a small carrier to encrypt its stored data would be unduly burdensome.*® The
Commission solicited comment on the cost to a smali carrier of notifying a customer upon release of
CPNL*® The Commission sought comment on whether the Commission should amend its rules to
require carriers to file annual certifications concerning CPNI and whether this requirement should extend
to only telecommunications can-iers that ai-e not small telephone companies as defined by the Small
Business Administration. and whether small carriers should be subject to different CPNI-related
obligations.” ™'

165. The Commission has ¢considered each of the alternatives described above. and in today's
Order. imposes minimal regulation on small entities to the extent consistent with its goal of ensuring that
carriers and providers of interconnected VoIP service protect against the unauthorized release of CPNI.
Specifically. the Commission extended the implementation date for the rules pertaining to online
authentication by six months so that small businesses will have additional time to come into compliance
with the Order's rules.*”’

166. However, as stated above, we must assess the interests of small businesses in light of the
overriding public interest of protecting aqainst the unlawful release of CPNI. The Order discusses that
CPNI is made up of very personal data.* Therefore, the Commission concluded that it was important for
all telecommunications carriers and providers of interconnected VoIP service, including small businesses,
to comply with the rules the Commission adopts in this Order six months after the Order's effective date
or on receipt of OMB approval, as required by the Paperwork Reduction Act, whichever is later. For

a2 g U.S.C. § 603(c).

3 See Notice. 21 FCC Red at 1787-89. 1790-91. 1793. paras. 11, 12. 16. 18. 19.23.29.30.
444 See id. at 1793, para. 30.

** See id. at 1787-88. para. 1|

6 See id. at 1789. para. 16.

7 See id. at 1790. para. 18,

¥ Seeid at 1790. para. 19.

9 See id. at 1791, para. 23.

P See id. at 1793, paras. 29-30,

T See Order at para. 6}

1= .
LT Secoepeid il para 5
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Appendix D
Initial Regulatory Flexibility Analysis

168.  As required by the Regulatory Flexibility Act of 1980.as amended (RFA).* the
Commission has prepared the present Initial Regulatory Flexibility Analysis (IRFA) of the possible
significant economic impact on small entities that might result from this Further Notice. Written public
comments ai-e requested on this IRFA. Comments must be identified as responses to the IRFA and must
be filed by the deadlines for comments on the Further Notice pi-ovided above. The Commission will send
a copy of the Further Notice. including this IRFA. to the Chief Counsel for Advocacy of the Small
Business Administration.™ In addition. the Further Notice and the IRFA (orsummaries thereof) will be
published in the Federa) Register.™”

A. Need for, and Objectives of. the Proposed Rules

169.  In the Further Notice. we seek comment on what steps the Commission should take. if
any. to expand its CPNTI rules further. and whether it should expand the consumer pi-otections to ensure
that customer information and CPN] are protected in the context of mobile communications devices. In
particular. we seek comment on whether the Commission should adopt any further carrier requirements to
protect CPNI. including password pi-otection. audit trails. physical security. nnd limits on data
retention.*” Further. we seek comment on what methods can-iers currently use. if any. for erasing
customer information on mobile equipment prior to refurbishing the equipment, and the extent to which
can-iers enable customers to permanently erise their personal information prior to discarding the
device.™ We also seek comment on whether the Commission should require carriers or manufacturers to
permanently erase. or allow customers to permanently erase. customer information in such
circumstances.® For each of these issues. we seek comment on the burdens. including those placed on
small carriers. associated with corresponding Commission rules retated to each issue.*®’

B. Legal Basis

170. The legal basis for any action that may be taken pursuant to this Further Notice is
contained in sections 1, 4(i), 4(j), and 222 of the Communications Act of 1934.as amended, 47 U.S.C§$§
151, 154(i)-(j), 222.

C. Description and Estimate of the Number of Small Entities to Which the Proposed
Rules May Apply

171.  The RFA directs agencies to provide a description of andq. where feasible, an estimate of
the number of small entities that may be affected by the proposed rules.*** The RFA generally defines the

%% See 5 U.S.C.§ 603. The RFA. see 5 U.S.C.§§ 601-12. has been amended by the Small Business Regulatory
Enforcement Fairness At of 1996 (SBREFA). Pub. I.. No. 104-121. Title II. 110 Stat. 857 (1996).

% See 5 U.S.C.§ 603(a).

7 See 5U.S.C.§ 603(a).

4% See Further Notice at paras. 68-70.
Y See id. at para.72.

U See id.

! See id. an paras. 68-71.
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term ""small entity* as having the same meaning as the term.; " small business."" "*small organization."" and

"small governmental jurisdiction.™ " In addition. the term " small business’” has the same meaning as the
term ""small business concern™ under the Small Business Act"" A small business concern is one which:

(1) Is independently owned and operated: (2) is not dominant in its field of operation: and (3) satisfies any
additional criteria established by the Small Business Administration (SBA).*"

172, Smali Businesses. Nationwide. there are a total of approximately 22.4 million small
businesses. according to SBA data.**™

173, Small Organizenions. Nationwide. there are approximately |.6 million small
organizations.*’

174, Small Governmental Jurisdictions. The term "small governmental jurisdiction™ is
defined generally as **governmentsof cities. towns. townships. villages. school districts. or special
districts, with a population of less than fifty thousand.”™® Census Bureau data for 2002 indicate that there
were 87.525 local governmental jurisdictions in the United States.*®® We estimate that. of this total.
84.377 entities were " smallgovernmental jurisdictions.” """ Thus. we estimate that most governmental
jurisdictions are small.

1. Telecommunications Service Entities

a. Wireline Carriers and Service Providers

175.  We have included small incumbent local exchange carriers in this present RFA analysis.
As noted above. a "*small business'" under the RFA is one thal. inier alia. meels the pertinent small
business size standard (e.g., a telephone communications business having 1.500 or feweremployees). and
"isnot dominant in its field of operation.”"" The SBAs Office of Advocacy contends that. for RFA
purposes, small incumbent local exchange carriers are not dominant in their field of operation because
any such dominance is not *national" in scope.”’”> We have therefore included small incumbent local

35 U.S.C. § 601(6).

%5 U.S.C. & 601(3) (incorporating by reference the definition of "*small business concern™" in the Small Business
Act, 15 U.S.C. § 632). Pursuantto 5 U.S.C. § 601(3). the statutory definition of a small business applies *"unless an
agency. after consultation with the Office of Advocacy of the Small Business Administration and afier opportunity
for public comment. establishes one or more definitions of such terms which arc appropriate to the activities of the
agency and publishes such definitions(s) in the Federal Register."

*315 US.C. $632.
% see SBA. Programs and Services. SBA Pamphlet No. CO-0028. at page 40 (July 2002).

467

Independent Sector. The New Nonprofit Almanac & Desk Reference (2002)
“$5U.S.C. § 601(5).
“9US. Census Bureau. Statistical Abstract of the United States: 2006. Section 8. page 272. Table 415,

“" We assume that the villages. school districts. and special districts are small. and total 48.558. See U.S. Census

Bureau. Statistical Abstract of the United States: 2006. section 8. page 273. Table 417. For 2002. Census Bureau
data indicate that the 1otal number of county. municipal. and wownship governments nationwide was 38.967. of
which 35.819 were small. /d.

115 US.C. § 632

' Letter from Jere W. Glover. Chief Counsel for Advocaey. SBA. 10 William E. Kennard. Chairman. FCC (Man

27.1999) The Small Business Act comains @ defimition of “small-business concern.” which the RFA incorporates

into s own definidan of “smal] bosiness.” See 13 UDS.C ¢ 653200 (Small Business Act): 5 ULS.C. § 601(3) (RFA).
fcontimued...
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Commission estimates that all or the majority of pi-epaid calling cat-d providers are small entities that may
he affected hy our action.

184, 800 and 800-Like Service Subscribers.™ Neither the Commission nor the SBA has
developed a small business size standard specifically for 800 and 800-like service (*'toll free™)

subscribers. The appropriate size standard under SBA rules is for the category Telecommunications
Resellers. Under that size standard. such a business is small if it has 1.500 or fewer employees.* The
most reliable source of information regarding the number of these service subscribers appears to be data
the Commission collects on the 800. 888. and 877 numbers in use.*"' According to our data. at the end of
January. 1999.the number of 800 numbers assigned was 7.662.955: the number of 888 numbers assigned
was 7.706.393: and the number of 577 numbers assigned was 1.946.538. We do not have data specifying
the number of these subscribers that are not independently owned and operated or have mol-e than 1.500
employees. and thus are unable at this time to estimate with greater precision the number of toll free
subscribers that would qualify as small businesses under the SBA size standard. Consequently. we
estimate that there are 7.692.955 or fewer small entity 800 subscribers: 7.7(6.393 or fewer small entity
888 subscribers: and 1.946.538 or fewer small entity 877 subscribers.

b. International Service Providers

185.  The Commission has not developed a small business size standard specifically for
providers of international service. The appropriate Size standards under SBA rules are for the two broad

census categories of "'Satellite Telecommunications® and **Other Telecommunications."* Uncger both
categories. such a business is small if it has $12.5 million or less in average annual receipts.’

186.  The first category of Satellite Telecommunications “comprises establishments primarily
engaged in providing point-to-point telecommunications services to other establishments in the
telecommunications and broadcasting industries by forwarding and receiving communications signals via
a system of satellites or reselling satellite telecommunications.™ For this categorgd Census Bureau data
for 2002 show that there were a total of 371 firms that operated for the entire year.4 Of this total, 307
firms had annual receipts of under $10 million, and 26 firms had receipts of $10 million to
$24,999,999.*° Consequently. we estimate that the majority of Satellite Telecommunications firms are
small entities that might he affected by our action.

187.  The second category of Other Telecommunications **comprises establishments primarily
engaged in (1) providing specialized telecommunications applications, such as satellite tracking,
communications telemetry, and radar station operations; or (2) providing satellite terminal stations and
associated facilities operationally connected with one or more terrestrial communications systems and

8 We include all toll-free number subscribers in this category. including those for 888 numbers.
% 13C.F.R.§ 121.2¢1. NAICS code 517310 (changed from 513330 in Oct. 2002).

“ See FCC. Common Carrier Bureau. Industry Analysis Division. Srdv on Telephone Trends. Tables 21.2.2 1.3,
and 21.4 (Feb. 1999},

213 C.F.R.§ 121.201. NAICS codes5 17410 and 517910.

% 11.8. Census Bureau. 2002 NAICS Definitions: 5174 10 Satellite Telecommunications”™ (www.census.eov.,
visited Feb. 2006,

.S, Census Bureau. 2602 Economic Census. Subject Seiies: Information. “Establishment and Firm Sire

tIncluding Legal Form of Organizanonl.” Tible 4. NAICS code 517410 tissued Nov, Z005),

M gd. An additional 38 firms had annual receipts o1 $24 million ar more.
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provision of 1ol resale sei-vices. Of these. an estimated 747 have 1.500 or fewer employees and 23 have

more than 1.50G employees. Consequently. the Commission estimates that the majority of toll resellers
are small entities that may he affected by our action.

180.  Payphone Service Providers (PSPs). Neither the Commission nor the SBA has
developed a small business size standard specifically for payphone services providers. The appropriate
size standard under SBA rules is for the category Wired Telecommunications Carriers. Under that size
standai-d. such a business is small if it has 1.500 or fewer employees.™ According 1o Commission
data."™ 613 carriers have reported that they ai-e engaged in the provision of payphone sei-vices. Of these.
an estimated 609 have 1.500 or fewer employees and four have more than 1.500 employees.
Consequently. the Commission estimates that the majority of payphone service providers are small
entities that may be affected by our action.

I18l.  Imierexchange Carriers {(1XCs). Neither the Commission nor the SBA has developed a
small business size standard specifically for providers of interexchange services. The appropriate size
standai-d under SBA rules is for the category Wired Telecommunications Carriers, Under that size
standai-d. such a business is mall if it has 1.500 or fewer employees*" According to Commission
data,™ 316 carriers have reported that they are engaged in the provision of interexchange service. Of
these. an estimated 292 have 1.500 or fewer employees and 24 have more than |.500 employees.
Consequently. the Commission estimates that the majority of IXCs are small entities that may b. ffected
by our action.

182, Operator Service Providers ¢QSPs). Neither the Commission nor the SBA has developed
a small business size standard specifically for operator service providers. The appropriate size standard
under SBA rules is for the category Wired Telecommunications Carriers. Under that size standard. such a
business is small if it has 1.50( or fewer employees.*® According to Commission daia.*™ 23 carriers
have reponed that they ai-e engaged in the provision of operator services. Of these. an estimated 20 have
1,500 or fewer employees and three have more than 1.500 employees. Consequently. the Commission
estimates that the majority of OSPs are small entities that may be affected by our action.

183.  Prepaid Calling Card Providers. Neither the Commission nor the SBA has developed a
small business size standard specifically for prepaid calling card providers. The appropriate Size standard
under SBA rules is for the category Telecommunications Resellers. Under that size standard, such a
business is small if it has 1,500 or fewer employees.*” According to Commission data,*® 89 carriers
have reponed that they are engaged in the provision of prepaid calling cards. Of these, 88 are estimated
to have 1,500 or fewer employees and one has more than 1,500 employees. Consequently, the

(...continued from previous page)
“80 "Trends in Telephone Service™ at Table 5.3.

“®! 13C.F.R.§ 121.201. NAICS code 517110 (changed from 513310 in Oct. 2002).
“2 "'Trends in Telephone Service'at Table 5.3.
® 13 C.F.R.§ 121.201. NAICS code 51711¢ (changed from 5 13310in Oct. 2002).
4 " Trends in Telephone Service' at Table 5.3.
F I3 CFR. § 121.201. NAICS code 517110 (changed from 513310 in Oct. 2002).
¢ “Trends in Telephone Service-.a1 Tahle 3.3
IACER§ 121.201. NAICS code 517310 (changed from 513330 i Oct. 20021,

EEN ~ __ -
Trend ,in telephone Service™ wt Lable 5=
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there Were 1,397 firms in this category that operated for the entire year™ Of this total. 1.378 firms had
employment of 999 ar fewer employees and }9 firms had employment of 1.000employees or more.”
Thus. under this category and size standard. the great majority of firms can he considered small. Also.
according io Commission data. 437 carriers reported that they were engaged in the provision of cellular
service. Personal Communications Service (PCS), or Specialized Mobile Radio (SMR) Telephony
services. which are placed together in the data"™  We have estimated that 260 of these are small, under
the SBA small husiness size standard.™

191.  Commen Carrier Puging. The SBA has developed a small business size standard for
wireless firms within the broad economic census categary. “Cellular and Other Wireless
Telecommunications.”™” Under this SBA category. a wireiess business is small if it has 1.500 or fewer
employees. For the census category of Paging. Census Bureau data for 2002 show that there were 807
firms in this category that operated for the entire year?"* Of this total. 804 firms had employment of 999
or fewer employees. and three firms had employment of 1.000 employees or more.""™ Thus, under this
category and associated small business size standard. the majority of firms can be considered small. In
the Paging Third Reporr and Order. we developed a small husiness size standard for "small businesses"
and *very small businesses™ for purposes of determining their eligibility for special provisions such as
bidding credits and installment payments?®® A *small business®* is an entity that, together with its
affiliates and controlling principals. has average gross revenues not exceeding $15 million for the
preceding three years. Additionally. a ""very small husiness' is an entity that. together with its affiliates
and comrollina principals. has average gross revenues that are not mole than $3 million for the preceding
three years * The SBA has approved these small business size standards.™® An auction of Metropolitan
Economic Area licenses commenced on Fehruary 24.2000. and closed on March 2. 2000.’® Of the 985
licenses auctioned. 440 were sold. Fifty-seven companies claiming small business status won. Also.
according to Commission data. 375 carriers repol-led that they were engaged in the provision of paging

3% U.S. Census Bureau. 2002 Economic Census. Subject Series: "*Information." Table 5. Employment Size of Firms
for the United States: 2002. NAICS code 517212 (issued November 2005).

507 |d. The census data do not provide a more precise estimate of the number of firms that have employment of
| 500 or fewer employees: the largest category provided is firms with 1000 employees or more."™*

%% " Trends in Telephone Service' at Table 5.3
509 Id
9 13C.F.R.§ 121.20]1. NAICS code 513322 (changed to 517212 in October 2(Hi2).

' 10.S. Census Bureau. 2002 Economic Census. Subject Series: "Information.' Table 5. Employment Size of Firms
for the United States: 2002. NAICS code 517211 (issued November 2G05).

12 1d. The census data do not provide a more precise estimate of the number of firms that have employment of
1500 or fewer employees: the largest category provided is firms with 1000 employees or more."

S Amendment of Purr YO of the Commission's Rules 1o Provide far ifie Use of the 220-222 MHz Bund by the Private
Land Mebile Radio Service. PR Docket No. 89-552. Third Report and Order and Fifth Notice of Proposed
Rulemaking. 12 FCC Rcd 10943, 11068-70. paras. 291-295. 62 FR 16104 (Apr. 3. 1997).

11 See Letter to Amy Zoslov. Chief. Auctions and Industry Analysis Division. Wireless Telecommunications
Bureau. FCC. from A. Alvarez. Administrator. SBA (Dec. 2. 19981 (SBA Dec. 2. 1998 Letter).

> Revision of Part 22 and Part YO of the Commission’s Rules 1o Facilitaie Futnre Development of Paging Svsiems.
Memorandum Opinion and Order on Reconsideration and Third Report and Order. 14 FCC Red 10030, paras. 98-
107 (1999).

TN pd i TOUSS, para. YN
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capable of ransmitting telecommunications to or receiving telecommunications from satelite systems.”™%
For this category. Census Bureau data for 2002 show that there were a total of 332 firms that operated for
the entire year*” Of this 1otal. 259 firms had annual receipts of under $10 million and 15 firms had

annual receipts of $10 million to $24.999.999.™ Consequently. we estimate ihat the majority of Other
Telecommunications firms are small entities that might be affected by our action.

C. Wireless Telecommunications Service Providers

188.  Below. for those services subject to auctions. we note that. as a general matter. the

number of winning bidders that qualify as small businesses at the close of an auction does not necessarily
represent the number of small businesses currently in service. Also. the Commission doesnat generally
track subsequent business size unless. in the context of assignments or transfers. unjust enrichment issues

are implicated.

189. Wireless Service Providers. The SBA has developed a small business size standard for
wireless firms within the two broad economic census categories of “Paging™* and **Cellularand Other
Wireless Telecommunications.”™ Under hoth SBA categories, a wireless husiness is small if it has 1.500
or fewer employees. For the census category of Paging. Census Bureau data for 2002 show that there
were 807 firms in this category that operated for the entire year."™ Of this total. 804 firms had
employment of 999 or fewer employees. and three firms had employment of |.000 employees or more?™
Thus. under this category and associated small business size standard. the majority of firms can be
considered small. For the census category of Cellular and Other Wireless Telecommunications, Census
Bureau data for 2002 show that there were 1.397 firms in this category that operated for the entire year.*”’
Of this total. 1.378 firms had employment of 999 or fewer employees. and 19 firms had employment of
1.000employees or more.™™ Thus. under this second category and Size standard. the majority of firms
can. again. be considered small.

190.  Cellular Licensees. The SBA has developed a small business size standard for wireless
firms within the broad economic census category " Cellularand Other Wireless Telecommunications.”™
Under this SBA category. a wireless business is small if it has 1,5000r fewer employees. For the census
category of Cellularand Other Wireless Telecommunications, Census Bureau data for 2002 show that

4% .S. Census Bureau. ""2002 NAICS Definitions: 517910 Other Telecommunications’ {www.census.gov. Visited
Feb. 2006).

*71.8. Census Bureau. 2002 Economic Census. Subject Series: Information. "*Establishment and Firm Size
(Including Legal Form of Organization)." Table 4. NAICS code 517910 (issued Nov. 2005).

“®1d. An additional 14 firms had annual receipts of $25 million or more.

“® 13C.FR. § 121.201, NAICS code 513321 (changed to 51721 | in Qctober 2002).
%013 C.F.R.§ 121.201, NAICS code 513322 (changed 1o 517212 in Octaber 2002).

1.8, Census Bureau. 2002 Economic Census. Subject Series: "Information." Table 5. Employment Size of Firms
for the United States: 2002. NAICS code 517211 (issued November 2005).

2 1d. The census data do not provide a more precise estimate of the number of firms that have employment of

1.500 or fewer employees: the Jargest category provided is firms with =*1000 employees or more."

** U.SCensus Bureau. 2002 Economic Census. Subject Series: “Information.” Table 5. Employment Size of Firms

for the United Slates: 2002. NAICS code 5172 12 1issued November 20x33 3.

"M 1t The census data do not provide a more precise estimate of the number of tirms that have emplovment of
| 500 ar fewey emplovees: the Targest categors provided 1S firms with = 1000 emplovees or more ”

TTLACER S I2L201NAKCS code 313327 (changed (0 517212 in October 200012
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small business entities i future auctions. the Commission has adopled a two-tiered small business size
standard in the Narronband PCS Second Reporr and Order”™ A “small business* is an entity that.
together with affiliates and controlling interests. hac average gross revenues for the three pi-eceding years
of not more than $40 million. A “very small business” is an entity that. together with affiliate!. and
controlling interests. has average gross revenues for the three preceding years of not more than $15
million. The SBA has approved these small business size standards.”” In the future. the Commission
will auction 359 licenses to serve Metropolitan Trading Areas (MTAs) and 408 response channel licenses.
There is also one megahertz of narrowband PCS spectrum that has been held in reserve and that the
Commission has not yet decided to release for licensinp. The Commission cannot pi-edict accurately the
number of licenses that will be awarded to small entities in future auctions. However. four of the 16
winning bidders in the two previous narrowband PCS auctions were small businesses. as that term was
defined. The Commission assumes. for purposes of this analysis that a large portion of the remaining
narrowband PCS licenses will he awarded to small entities. The Commission also assumes that at least
some small businesses will acquire narrowband PCS licenses by means of the Commission’s partitioning
and disaggregation rules.

195 Risral Radiotelephene Service. The Commission has not adopted a size standard for
small businesses specific to the Rural Radiotelephone Service.”™ A significant subset of the Rural
Radiotelephone Service is the Basic Exchange Telephone Radio System (BETRS)Y.™ The Commission
uses the SBA’s small business size standard applicable to “Cellular and Other Wireless
Telecommunications.” i.e.. an entity employing no more than [.500 pel-sons.530 There are approximately
1.000 licensees in the Rural Radiotelephone Service. and the Commission estimates that there ai-e 1.000
or fewer small entity licensees in the Rural Radiotelephone Service that may he affected by the rules and
policies adopted herein.

196. Air-Ground Radiotelephone Service. The Commission has not adopted a small business
size standard specific to the Air-Ground Radiotelephone Service?” We will use SBA*s small business
size standard applicable to “Cellular and Other Wireless Telecommunications.* i.e.. an entity employing
no more than 1,500 persons.”” There ai-e approximately 100 licensees in the Air-Ground Radiotelephone
Service, and we estimate that almost all of them qualify as small under the SBA small business size
standard.

197.  Offshore Radiotelephone Service. This service operates on several UHF television
broadcast channels that are not used for television broadcasting in the coastal areas of states bordering the
Gulf of Mexico.”  There are presently approximately 55 licensees in this service. We are unable t¢
estimate at this time the number of licensees that would qualify as small under the SBA’s small business

2% Amendment of the Commission’s RUleS 1o Establish New Personal Communications Services. Narrowband PCS,
Docket No. ET 92-100. Docket No. PP 93-253. Second Report and Order and Second Further Notice of Proposed
Rulemaking. 15FCC Red 10456.65FR 35875 (June 6. 2(HX).

27 See SBA Dec. 2. 1998 Letter.

%% The service is defined in section 22.99 of the Commission’s Rules. 41 C.F.R. § 22.99.

329 BETRS is defined in sections 22.757 and 22.759 of the Commission’s Rules. 47 C.F.R. §§ 22.757 and 22.739.
MR CFR.E 121,200, NAICS code 517212,

1 The service s definedin section 22,99 of the Commission™s Rules. 47 C.F.R. § 22.94.

THIICFER. § 121.204 NAICS “2der 5172172,

T This serviee is coverned Dy Subpart 1 o1 Part 22 of the Commission™s rules. Sec 47 CFRCEE 22 [ -2201037
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and messaging services:”' Of those. we estimate that 370 are small. under the SBA-approved small
business size si ndard.”"

192, Wireless Telephony. Wireless telephony includes cellular. personal communications
services (PCS), and specialized mobile radio (SMR) telephony carriers. As noted earlier. the SBA has
developed a small business size standard for “Cellular and Other Wireless Telecommunications”
sei-vices?” Under that SBA small business size standard. a business is small if it has 1.500 or fewer
employees.”” According to Commission data. 445 carriers reported that they were engaged in the

provision of wireless telephony ™' We have estimated that 24.5 of these are small under the SBA small
business size standard.

193.  Broadbund Personal Communications Service. The broadband Personal
Communications Service (PCS - specirum is divided into six frequency blocks designated A through F.
and the Commission has held zuctions for each block. The Commission defined “small entity” for Blocks
C and F as an entity that has average gross revenues of $4¢ million or less in the three previous calendar
years.”” For Block F. an additional classification for “very small business’* was added and is defined as
an entity that. together with ns affiliales. has average gross revenues of not more than $15 million for the
preceding three calendar years.””.” These standards defining "small entity* in the context of broadband
PCS auctions have heen approved by the SBA.™ No small businesses. within the SBA-approved small
business size standards bid successfully for licenses in Blocks A and B. There were 90 winning bidders
that qualified as small entities in the Block C auctions. A total of 93 small and very small business
bidders won approximately 40 percent of the 1,479 licenses for Blocks D, E. and F.*** On March 23,
1999. the Commission re-nuctioned 347 C. D. E. and F Block licenses. There were 48 small business
winning bidders. On January 26. 20{1. the Commission completed the auction of 422 C and F
Broadband PCS licenses in Auction No. 35. Of the 1.5winning bidders in this auction. 29 qualified as
“small” or “very small” businesses. Subsequent events. concerning Auction 35, including judicial and
agency determinations. resulted in a total of 163 C and F Block licenses being available for grant.

194.  Narrowband Personal Communications Services. To date. two auctions of narrowband
personal communications services (PCS) licenses have been conducted. For purposes of the two auctions
that have already been held, “small businesses” were entities with average gross revenues for the prior
three calendar years of $40 million or less. Through these auctions, the Commission has awarded a total
of 41 licenses, out of which 11 were obtained by small businesses. To ensure meaningful participation of

*'7 “Trendsin Telephone Service* at Table 5.3.

518 Id

#1913 CFR. § 121.201. NAICS code 513322 (changedto 517212 in Octoher 2002).
520 d

%3 “Trends in Telephone Service” at Table 5.3.

”’See Amendment of Parrs 20 and 24 of the Commission's Rules - Broadband PCS Competitive Bidding and the
Commercial Mobile Radio Service Spectrum Cap.WT Docket No. 96-59. Report and Order. 11 FCCRed 7824.61
FR 33859 (July I. 1996)(PCS Order):see also 47 C.F.R. § 24.720(b).

** See PCS Order. | | FCC Red 7824,

4 See, e.g.. Implementation of Section 309(f) of the Communications Act - Competitive Bidding. PP Dacket No. 93-
253, Fifth Report and Order. 9 FCC Rud 5332.59 FR 37566 (July 22. 1994).

FCC News. Broadband PCS. D. E and F Block Auction Closes. No. 7 17-14 (rel. Jan. 14, 1997} sec also
Anmtendment of the Commission’s Rules Regarding sialhment Pavinent Financrg jor Personal Communications
Services (PCS) Licenses. W1 Docket No. 97-820 Second Report and Order. 12 FCC Red 16436, 62 FR 55348 (Oct.
29, 1997).
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with entities whose gross annual revenues exceed $2.50 million.” and therefore 15 unable. at this time. to
estimale more accurately the number of cable system operatars that would qualify as small cable
operators under the size standard contained in the Communications Act of 1934,

201.  Open Video Services. Open Video Service (OVS) systems provide subscription
services.”™ The SBA has created a small business size standard for Cable and Other Program
Distribution.™ This standard pi-ovides that a small entity is one with $12.5 million or lessin annual
receipts. The Commission hac certified approximately 25 OVS operators to serve 7.5 ai-eas. and some of
these ai-e cui-rently providing service.™ Affiliates of Residential Communications Network. Inc. (RCN)
received spproval to operate OVS systems in New York City. Boston. Washington. D.C.. and other ai-eas.
RCN has sufficient revenues to assure that they do not qualify as a small business entity. Little financial
information is available lor the other entities that are authorized to provide OVS and are not yet
operational. Given that some entities authorized to provide OVS service have not yet begun to generate
revenues. the Commission concludes that up to 24 OVS operators (those remaining) might qualify as
small businesses that may be affected by the rules and policies adopted herein.

3. Internet Service Providers

202.  Imernet Service Providers. The SBA has developed a small business size standard for
Internet Service Providers (1SPs). 1SPs “provide clients access to the Internet and generally provide
related services such as web hosting. web page designing. and hardware or software consulting related to
Internet connectivity,”™* Under the SBA size standard, such a business is small if it has average annual
receipts of $21 million or less.>* According to Census Bureau data for 2002. there were 2.529 firms in
this category that operated for the entire year.”™ OF these. 2.437 firms had annual receipts of under $10
million. and 47 firms had receipts of $10 million or more but less then $25 million.”” Consequently. we
estimate that the majority of these firms are small entities that may he affected hy cur action.

203.  All Other Information Services. “This industry comprises establishments primarily
engaged in providing other information services (except new syndicates and libraries and archives).””’
The SBA has developed a small business size standard for this category; that size standard is $6 million
or less in average annual receipts?” According to Census Bureau data for 1997. there were 195 firms in

%% The Commission dues receive such informationon a case-by-case basis if a cable operator appeals a local
franchise authority“sfinding that the operator does not qualify as a small cable operator pursuant to § 76.901(f) of
the Commission’srules. See 47 C.F.R.§ 76.909(b).

M5 See 47 U.S.C. § 573.
6 13 C.F.R.§ 121.201, NAICS code 513220 (changed to 517510 in Octaber 2002).
sa7 See <httpu//www.fce goviesbiovsicsovscer. html> (currentas of March 2002).

8 1.8, Census Bureau. “2002 NAICS Definitions: 518 1! Internet Service Providers* (Feb. 2004)
<WWW.CENSUE, ZOV>.

%13 C.F.R. § 121.201. NAICS code 518111 (changedfrompreviouscode 514191, *On-Line Information
Services.” in Oct. 2002).

**11.8. Census Bureau. 2002 Economic Census. Subject Series: Information. Table 4. Receipts Size of Firms for
the United States: 2002. NAICS code SIX |11 (issued November 2005).

U pd. An additional 45 firms had annua! receipts of $25 milllion or more.

TS, Census Bureaw. 2002 NAICS Definitions: 519196 All Other Information Services™ (Fel. 2004
WA W LCETISLIS. L0V

TUIACEFR § 1212010 NAICS code 319190 cehanged Trom S 141949 10 Ot 2002
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size standard for “Cellular and Other Wireless Telecommunications™ sei-vices?'  Under that SBA small
- - . . ar - 534
business size standard. a business is small if it has 1.500 or fewer employees.™

2. Cable and OVS Operators

198.  Cuble and Orher Program Distribution. This category includes cable systems operators,
closed circuit television services. direct broadeast satellite sei-vices. multipaint distribution systems.
satellite master antenna systems. and subscription television services. The SBA has developed small
business size standard for this census category. which includes all such companies generating $12.5
million or less in revenue annually.”™ According to Census Bureau data for 2002. there were a total of
1.191 firms in this category that operated for the entire year."™ Of this total. 1.087 firms had annual
receipts of under $10 million. and 43 firms had receipts of $10 million or more but less than $25
million.™** Consequently. the Commission estimates that the majority of providers in this service
category are small businesses that may be affected by the rules and policies adopted herein.

199.  Cable Svstem Operators. The Commission has developed its own small business size
standards for cable sysiem operators. for purposes of rate regulation. Under the Commission's rules. a
*small cable company** is one serving fewer than 400.000 subscribers nationwide."™ In addition, a "*small
system™ is a system serving 1 S.000 or fewer subscribers. ™

200.  Cuble Systerm Operators {Telecom Act Siandard). The Communications Act of 1934. as
amended, also contains a size standard for small cable system operators. which is "'a cable operator that,
directly or through an affiliate. serves in the aggregate fewer than 1 percent of all subscribers in the
United States and is not affiliated with any entity or entities whose gross annual revenues in the aggregate
exceed $250.000.000.**" The Commission has determined that there are approximately 67,700,000
subscribers in the United States."™ Therefore. an operator serving fewer than 677.000 subscribers shall
be deemed a small operator. if its annual revenues. when combined with the total annual revenues of all
its affiliates. do not exceed $250 million in the aggregate.™ Based on available data. the Commission
estimates that the number of cable operators serving 677,000 subscribers or fewer. totals 1,450. The
Commission neither requests nor collects information on whether cable system operators are affiliated

%4 13C.F.R.§ 121.201, NAICS c0de513322 (changed to 517212 in October 2002).
535 ld.

3% 13 C.F.R. § 121.201. North American Industry Classification System (NAICS) code 513220 (changed to 517510
in October 2002).

*71.8. Census Bureau. 2002 Economic Census. Subject Series: Information. Table 4. Receipts Size of Firms for the
United States: 2002, NAICS code 517510 (issued November 2005).

*® 1d. An additional 61 firms had annual receipts of $25 million or more.

53947 C.F.R. § 76.901(¢). The Commissiondetermined that this size standard equates approximately to a size
standard of $100 million or less in annual revenues. Implememation o Sections of the 1992 Cable Acr: Rare
Regularion, Sixth Report and Order and Elevenrh Order on Reconsideration. 10 FCC Red 7393, 7408 (1995}

"0 47 C.F.R. & 76.901(c).
147 U.S.C. § 543(m)2): see 47 C.F.K. § 76.901(1) & nn. 1-3.

™ See Public Notice. FCC Announces New Subscriber Couni jor the Definition of Smali Cable Operaior. DA
(1. 158 (Cable Services Bureaw. Jan. 24, 2081,

37 CFER, § 769010
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Bureau data for 1997. there were S98 esiablishments in this category that operated for the entire year.”
Of these. 574 had employment of under 1.000. and an additional 17 estaklishments had employment of
1.000 t0 2.499. Consequently. we estimate that the majority of these establishments are small entities that
may be affected by our action.

206.  Semiconductor and Related Device Manufacturing. These establishments manufacture
computerstorage devices that allow the storage and retrieval of data from a phase change. magnetic.
optical. or magnetic/optical media." ™" The SBA has developed a small business size standard for this
category of manufacturing: that size standard is 500 or fewer employees.”™" According to Census Bureau
data for 1997. there were 1.082 establishments in this category that operated for the entire year."® Of
these. 987 had employment of under 5. and 52 establishments had employment of 500 to 999.

207 Computer Storage Device Manufacturing.  These establishments manufacture **computer
storage devices that allow the storage and retrieval of data from a phase change: magnetic. optical. or
magnetic/optical media."*"* The SBA has developed a small business size standard for this category of
manufacturing: that size standard is I.000 or fewer employees.™® According to Census Bureau data for
1997. there were 209 establishmenis in this category that operated for the entire vear.™ Of these. 197
had employment of under 500. and eight establishments had employment of 530 to 999.

D. Description of Projected Reporting, Recordkeeping and Other Compliance
Requirements

208.  Should the Commission decide to adopt any further regulations to ensure that all
providers of telecommunication services meet consumer protection needs i regard to CPNI. including ¢
security of the privacy of customer information stored in mobile communications devices. the associated
rules potentially could modify the reporting and recordkeeping requirements of certain
telecommunications providers. We could. for instance. require that telecommunications providers require
further customer password-related security procedures to access CPNI data.”™ We could also require
telecommunications providers to track customer contact through the use of audit trails or to limit their
retention of data related to CPN1.*”' Additionally. we could require additional physical safeguards be
implemented to protect the transfer of CPN1.5" Further, we could require telecommunications providers
and/or manufacturers to configure wireless devices so consumers can easily and permanently delete

362 U.s. Census Bureau, 1997 Economic Census. Industry Series: Manufacturing. "Telephone Apparatus
Manufacturing.” Table 4. NAICS code 334210 (issued Sepl. 1999).

34 U.S. Census Bureau. **2002 NAICS Definitions: 334413 Semiconductor and Related Device Manufacturing"
(Feb. 2004) <www.census.govs.

35 13C.F.R. § 121.201, NAICS code 334413.

%% U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. **Semiconductorand Related
Device Manufacturing ."" Table 4. NAICS code 334413 (issued July 1999).

*7 U.S. Census Bureau. ''2002 NAICS Definitions: 334112 Computer Storage Device Manufacturing'*(Feb. 2004)
<WWW.CETISUS. 2OV,

“$ 13C.F.R. § 121.201. NAICS code 334/ 12

64

U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "Computer Storage Device
Manufacturing.” Table 4. NAICS code 334 112 (issued July 1999).

T See Further Notice at para. 68,
71 See Further Notice at paras. 69, 71

- See Further Notice at para. 740,
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this category that operated for the entive year.™ Of these. 172 had annual receipts of under $5 million.
and an additional nine firms had receipts of between $5 million and $9.999.999. Consequently. we

estimate that the majority of these firms are small entities that may be affected by our action.
4. Eqguipment Manufacturers

204.  Wireless Communications Equipment Manufaciurers. The SBA has established a small
business size standard for Radio arrd Television Broadcasting and Wireless Communications Equipment
Manufacturing. Exampies of pi-oducts in this category include “transmitting and receiving antennas.
cable television equipment. GPS equipment, pagers, cellular phones. mobile communications equipment.
and radio and television studio and hi-oadcasting equipment™** and may include other devices that
ti-ammil and receive [P-enabled services. such as personal digital assistants{PDAs). Under the SBA size
standard. firms ai-e considered small if they have 750 or fewer employees?™  According to Census
Bureau data for 1997. there were 1.215 establishments™ in this caiegory that operated for the entire
year.™ ® Of those. thei-e were |.1S0 that had employment of under 500. and an additional 37 that had
employment of 500 to 999. The percentage of wireless equipment manufacturers in this category was
approximately 61.35% ™ so we estimate that the number of wireless equipment manufacturers with
employment of under 500 was actually closer to 706. with and additional 23 establishments having
employment of between 500 and 999. Consequently. we estimate that the majority of wireless
communications equipment manufacturers are sSmall entities thar may be affected by our action.

205.  Telephone Apparaius Manufacturing. This category ""comprisesestablishments primarily
engaged primarily in manufacturing wire telephone and data communications equipment.”**® Examples
of pertinent products are ""central office switching equipment. cordless telephones (exceptcellular). PBX
equipment. telephones. telephone answering machines. and data communications equipment. such as
bridges, routers. and gateways.”*' The SBA has developed a small business size standard for this
category of manufacturing: that size standard is 1.000 or fewer employees.""® According to Census

§54

U.S. Census Bureau. 1997 Economic Census. Subject Series: Information. ""Establishment and Firm Size
(Including Legal Form of Organization)." Table 4. NAICS code 5 14199 (issued Oct. 2000). This category was
created for the 2002 Economic Census by taking a ponion of the superseded 1997 category. “All Other Information
Services." NAICS code 514199. The data cited in the text above are derived from the superseded category.

** Office of Management and Budget. North American Industry Classification System 308-09 (1997) (NAICS code
334220).

% 13 C.F.R. § 121.201.NAICS code 334220.

>3 The number of "establishments" is a less helpful indicator of small business prevalence in this context than would
be the number of "'firms" or ""companies." because the latter take into account the concept of common ownership or
control. Any single physical location for an entity is an establishment. even though that location may be owned by a
different establishment. Thus. the numbers given may reflect inflated numbers of businesses in this category,
including the numbers of small businesses. In this category. the Census breaks-out data for firms or companies only
o give the total number of such entities for 1997. which were |.089.

¥ 1.8. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. **Industry Statistics by
Employment Size." Table 4. NAICS code 334220 (issued Aug. 1999).

" 1d. Table 5.

Office of Management and Budgei. North American Indusiry Classification Svsiem 308 [1997) (NAICS code
3342100

.

R

R

FSCFROS 121201 NAICS code 3342100

92



Federal Communications Commission FCC 07-22

STATEMENT OF
CHAIRMAN KEVIN J. MARTIN

Re: tmplementation of the Telecopmmunications Act of 1996: Telecommunications Carriers’ Use of
Customer Proprietary Network Informarion and Other Cusiomer Information: 1P-Enabled Services.

Report and Order and Further Notice of Proposed Rulemaking, CC Docket No. 96-115 and WC Docket
No. 04-36

The unauthorized disclosure of consumers' private calling records is r significant privacy
invasion. Today. the Commission significantly strengthens the Commission’s existing safeguards and
takes a strong approach to pi-otecting consumer privacy.

The Commission has taken numerous steps to combat these alarming breaches of the privacy of
consumers” telephone records. We investigated so-called *'data brokers™ to determine how they are
obtaining this information. and levied forfeitures against companies that failed to respond lo our
subpoenas and requests for information. We also investigated telecommunications carriers to determine
whether they had implemented appropriate safeguards. and issued Notices of Apparent Liability against
can-iers that failed to comply with the Commission's rules.

The Order we adopt prohibits carriers from releasing over the phone sensitive personal data. call
detail records. unless the customer provides a password. requires providers to notify customers
immediately when changes are made to a customer's account and requires providers to notify their
customers in the event of a hi-each of confidentiality. Service providers also must annually certify their
compliance with these reguiations. inform the Commission of any actions they have taken against data
brokers. and provide a summary of the complaints they receive regarding the unauthorized release of
CPNI. Today's action also ensures that law enforcement will have necessary tools to investigate and
enforce illegal access to customer records.

While we work to create an environment in which market forces can thrive, the Commission must
also act to protect consumers. With its strong approach to safeguarding consumer privacy, this item does
just that. In particular. this item requires express consumer consent before a carrier may disclose a
customer's phone records tojoint venture partners or independent contractors for the purposes of
marketing communications services. The former "*opt-out™ approach to customer consent, whereby a
carrier may disclose a customer's phone records provided that a customer does not expressly withhold
consent to such use, shifted too much of the burden toconsumers, and has resulted in a much broader
dissemination of consumer phone records. The "opt-in"*approach adopted in this Order clearly is
supported by the record, is consistent with applicable law, and directly advances our interest in protecting
customer privacy.

Compliance with our consumer protection regulations is not optional for any telephone service

provider. We need to take whatever actions are necessary to enforce these requirements to secure the
privacy of personal and confidential information of American customers.
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personal information from mobile communications devices.” These proposals may impose additional
reporting and recordkeeping requirements on entities. Also. we seek comment on whether any of these
proposals places burdens on small entities.”* Entities. especially small businesses. are encouraged to

quantify the costs and benefits or any repoi-ling requirement that may be established in this proceeding.

E. Steps Taken to Minimize Significant Economic Impaet on Small Entities. and
Significant Alternatives Considered

209.  The RFA requires an agency to describe any significant alternatives that it has considered
in reaching its proposed approach. which may include (among others) the following four alternatives:
(1) the establishment of differing compliance or reporting requirements or timetables that take inia
account the resources available to small entities: (2 the clarification. consolidation. or simplification of

compliance or reporting requirements under the rule for small entities: (3) the use of performance. rather

than design. standards: and (4} an exemption from coverage of the rule. or any pan thereof. for small
o 573
entities,””

210 Thr Commission’s pi-inial-? objective is1o secure the privacy of customer information
collected by telecommunications carriers and stored in mobile communications devices. We seek

comment on the burdens. including those placed on small carriers. associated with related Commission
rules and whether the Commission should adopt different requiremenis for small businesses.”™

F. Federal Rules that Mag Duplicate, Overlap, or Conflict with the Proposed Rules
211.  None.

*7% see Further Notice at para. 72.

%™ See Further Notice at paras. 68-72.
%5 U.S.C. § 603(c).

51 see Further Notice at paras. 68-72.
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STATEMENT OF
COMMISSIONER MICHAEL J. COPPS
APPROVING IN PART. DISSENTING IN PART

Re: Implementation & the Telecommmications Acr of 1996: Telecommunications Curriers’ Use of
Customer Proprietary Network Informaiion and Other Customer Informaiion: IP-Enabled Services;
Report and Order and Further Notice of Pi-oposed Rulemaking. CC Docket No. 96-115 and WC Docket
No. 04-36

Few rights are as fundamental as the right to pi-ivacy in our daily lives. but this cherished right
seems under almosi constant attack. As recent abuses by unscrupulous data brokers and others illustrate,
the Commission's existing customer proprietary network information (CPNI)rules have not adequately
protected individual privacy. Recognizing the seriousness of the rhreat. Congress recently made
pretexuing a federal crime. Now it is time for the Commission tc step up to the plate and update its rules
to protect consumers from the dangers that portend when personal information is turned over to telephone
carriers.

Today we take action to protect the pi-ivacy of American consumers by imposing additional
safeguards on how telephone carriers handle the vast amount of customers' personal information that they
collect and hold. We require passwords before call detail information is released over the phone. We
require carriers to provide notice to customers when changes occur to their accounts. Very importantly.
we require carriers lo obtain prior consent from their customers before providing personal information to
their joint venture partners and independent conti-actors. My personal preference remains that a
customer’s private information should never be shared by a carrier with any entity for marketing purposes
without a customer opting-in to the use of his or her personal information. But today's order strikes an
acceptable balance — a balance that will give consumers more confidence that their personal data will not
be shared with certain third parties with whom the carriers have attenuated oversight. In 2002 | disagreed
with the Commission’s decision not to implement opt-in requirements for the use of consumers' personal
information. In light of recent and well-documented abuses of consumer privacy. this recalibration of our
rules is the least that we should do, and | very much appreciate the Chairman's willingness to take these
important steps.

There is one aspect of this order, however, from which | must respectfully dissent. The
Commission adopts a process by which customers could be left totally uninformed of unauthorized access
to their CPNI for 14 days after a carrier reasonably determines there has been a records breach. Worse,
the FBI and the U.S. Secret Service would have the ability to keep victims of these unauthorized
disclosures in the dark even longer, perhaps indefinitely. As some have described it, it is akin to not
telling victims of a burglary that their home has been broken into because law enforcement needs lo
continue dusting for fingerprints.

While | have always recognized the legitimate interests of law enforcement to be notified when
there has been unauthorized access to a customer's CPNI, | also believe that consumers need to know
when their private information has been accessed. There may be circumstances in which a delayed
notification regime would be reasonable. for example. when an investigation of a large-scale breach of a
database might be compromised because mass notification via the media is required. The Commission,
however. adopts a rule that. in my opinion. is needlessly overbroad. 1t fails to distinguish those exigent
circumstances in which delayed notification is necessary from what 1 believe to be the majority of cases
in which immediate notification to a victim is appropriate. I continue to believe that notification to the
victim of unauthorized access to their persenal information will often actually aid law enforcement
because the violator is frequently someone well known to the victim 1f an unauthorized individual his
eained access to personal telephane records involving victime of stalking or spousal violence. it won't he
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STATEMENT OF

COMMISSIONER JONATHAN S. ADELSTEIN
APPROVING IN PART, DISSENTING IN PART

Re: Implementation o the Telecommunications Act of 1996; Telecommunications Carriers' Use of
Customer Proprietary Network Information and Oilier Cusiomer Information: IP-Enabled Services,
Report and Order and Further Notice of Proposed Rulemaking. CC Docket No. 96-115 and WC Docket
No. 04-36

Through this proceeding. we address an issue of immediate personal importance to American
consumers. the protection of sensitive information that telephone companies collect ahout their customers.
This information can include some of the mast private personal information ahout an individual. and
failure to safeguard it can result in highly invasive intrusions into both the persanal and professional lives
of consumers. When someone gets hold of who you are calling. and for how long. it is like letting
strangers pick your brain about your fi-iends. plans or business dealings. So.1 am pleased to support
much of this Order. which takes meaningful steps to shut off the informalion drain that has left so many
customers exasperated.

Congress recognized the sensitivity of this information in the Telecommunications Act of 1996
when it pi-ohihited phone companies from using or disclosing customer propetary network information
without the customer's appi-oval. It charged the Commission with enforcing this privacy pi-otection and
the Commission previously adopted a set of rules designed to ensure that telephone companies have
effective safeguards in place.

Today's action comes in response to the chorus of evidence detailing the need for greater privacy
measures. Indeed. this proceedinp flows from a petition filed by a watchful public interest group. the
Electronic F'rivacy Information Center (EPIC). which alened the FCC during the summer of Z0OS 1o the
troubling 1rend of telephone call records being made available on the Internet without customers'
knowledge or consent. As EPIC then made clear to the Commission and as the record to this proceeding

has borne out. disclosure of these records is far more than a mere annoyance: indeed, it can lead to tragic
consequences.

S0, our efforts here to strengthen our rules are critical and time sensitive. This Order takes
several important steps tighten our rules and provide greater security for sensitive consumer records.
Requiring more rigorous customer authentication, giving customers notice of account changes, and
applying a more consumer-friendly approach to sharing of customer data should all serve to improve
customers control over their private data. As documented by EPIC, the sheer volume of customer
information illegally available for public consumption made clearjust how porous the existing firewalls
and safeguards have been. At the same time, the Commission strikes a balanced approach in this Order,
giving consumers greater ability to control their own information while also giving companies a degree of
flexibility in how they implement safeguards. In this regard, | would like to thank Chairman Martin and
the Wireline Competition Bureau for their attention to this item. Their extra work to fine tone the rules
we adopt here will surely improve their functioning for consumers and providers alike.

Although much of this Order does exactly what Congress contemplated - putting the customer in
control — there is one critical aspect where this Order falls shon. Despite the Order's conclusion that
custemers should have notice of unauthorized disclosure of customer information. this Order set up a
process which can result in the unnecessary and even indefinile delay of consumer notification without
any accountability. Under these rules. the Commission gives the Federal Bureau of Investigation a
potentially open-ended ability 1o delay customer notification of security hreaches. While 1 expect that the
FBI will work ax quickly as possible in identify any nvestigative issues. 1 lind no statutory basis in ihe
Act for granting the FBI w blank check 1o delay notice to customers. | ciny anderstind the need for delay
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the carrier or the law enforcement agency — but the victims - who ai-e in the best position to know when
and how harm may he heading 1oward them.

Given the scope of the procedures adopied here - procedures which pre-empt state consumer
privacy protections to the extent that they require immediate notification to consumers when their privacy
has heen violated - the delayed notification proposal would have benefited from greater scrutiny and
analysis; particularly with respect 1o law enforcement's apparent unfettered ability to extend the period of
noli-notification. This seems especially important given the recent and troubling report by the Justice
Department’s own Inspector General raising serious questicns as to whether the FBI properly followed
the law in obtaining access to the telephone records of thousands of consumers. Our approach here
requires more balance than the instant item provides.

Finally. while we make positive strides today. 1look forward to taking prompt action on the
proposals in the Further Notice iregal-ding additional passwords. audit trails and data retention limits.
When the stakes for misuse of our personal information are so high. the Commission must continue to be
extraordinarily vigilant to ensure that the privacy of consumers is protected.
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STATEMENT OF
COMMISSIONER DEBORAH TAYLOR TATE

Re: Implememarion of the Teleconmunications Acr of 1996: Telecommunications Carriers’ Use of
Customer Proprietary Network Information arid Other Customer Information: 1P-Enabled Services,

Report and Order and Further Notice of Proposed Rulemaking. CC Docket No. 96-115 and WC Docket
No. 04-36

1 have said lime and again that the brokerage of personal information - whether it be personal
identity, financial recoi-ds. or a list of phone calls - is inlolei-able. “Pretexting™ is nothing more than
stealing: robbing consumers in a variety of slick ways of their most personal information. Indeed the law
places a duty on 1elecommunications pi-oviders to protect this information and today. we take important
steps 1o better secure private customer telephone recoi-ds.

While | generally prefer market-based solutions to government intervention. | agree with my
colleagues that the widespread actions of pretexters to obtain this type of personal customer information
from carriers. required this action on our part.

1fully support strict requirements governing treatment of this sensitive data. However, | hope
that the broad scope of our actions will not impact the abilitv of hoth companies and consumers to benefit

from marketing information which may lead lo lower prices or competitive bundled packages. An
approach limiting the very strict ""opt-in** obligations only to call detail recoi-ds may have cured the
problem at hand in a less burdensome manner.

In the end. however. customer privacy must take precedence. | am pleased that the rules we
adopt today will go a long way towards closing off the avenues that information snatchers have
repeatedly used Io violate the privacy of consumer phone records.
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in extraordinary circumstances identified by Jaw enforcement. but automatic delays coupled with
unlimited and unchecked extensions ai-e not appropriate. Particularty given that timely notice to

consumers r:ry be essential for those customers to take protective action. 1 must dissent from this portr:
of the Orde:

Finally, even as we work here io improve our rules and as Congress considers addiiional
safeguards. » * must also re-double our effons to address abuses of this private information, Swift
enforcement :ction against companies that air viofating our rules will be essential if we are to live up to
our duty under the Act to protect customers’ sensitive and private information.
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STATEMENT OF
COMMISSIONER ROBERT M. McDOWELL

Re: Implemeniation of the Telecommunications Act of 1996: Telecommunications Carriers’ Use of
Cusiomer Proprietary Network Information arid Other Customer Information: {P-Enabled Services.

Report and Order and Further Notice of Pi-oposed Rulemaking. CC Docket No. 96-115 and WC Docket
No. 04-36

Pi-elextin? has become the biggest threat to consumer security in the Information Age. Today's
action further enhances the Commission's ability to protect consumers from these advanced fraudulent
pi-actices by strengthening our exisiing rules. Amang the new requirements imposed on carriers. the
decision prohibits carriers from releasing call detail information during customer-initialed telephone calls
except when the customer pi-ovides a password. It also precludes carriers from disclosing CPNI to
independent contractors and joint venture partners without the customer’s specific consent. and requires
carriers to notify customers of all account changes and unauthorized disclosures of CPNI.

We must take all necessary steps 10 protect unauthorized disclosure of this sensitive data. keeping
in mind that pretexters are constantly trying new techniques to defraud consumers. In view of the
pretextera’ malevolent intent. the Commission will vigitantly pressure carriers 1o 1ake precautions to stay
ahead of the pretexters. However. our rules should strike a careful balance and should also guard against
imposing over-reaching and unnecessary requirements that could cause unjustified burdens and costs on
carriers. In the spirit of finding that balance; the Further Notice seeks comment on possible additional
protections against.unauthorized disclosure of CPNI. 1 look forward to reviewing the comments on those
proposals.
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